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1. Creating Property File for Gateway Applications

1.1 Introduction

This chapter explains the steps to create the property file for the gateway components viz.
Enterprise Java Bean (EJB), Message Driven Beans (MDB) and Web Services and Servlet.

1.2 Creating Property Files

Follow the steps given below:

1. Start Oracle FLEXCUBE Universal Banking Solutions Installer - FCUBSInstaller.bat from
INSTALLER\SOFT\GUI. Prerequisites screen is displayed

[ Cvatle FLENCUBE Wrbversal Insialie; 18.2.0,0.0 (00000 — j e
: L
| ing | ller O T
Oracle Banking Installe =
Wolcoma To Orack: Univarsal Bankng Installer I!!

Prerequisites

& Oracle Database should be Instalied
® JOK should be installed

Please specily the JOK and Oracle Home path

JOK Path kProgram Fitesuavagr 8.0_211 | =R

Oracle Homae Paih k. FappiclienVSHE procduct 18 0 iclient_1 | m

Configwration Modo m

Flease select any ome of the below opbons:

& Property File creaton

Ut

[ Ext || iog J et
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2. Select component as ‘Gateway’.

OFTW plugin (Oracle FLEXCUBE Testing WorkBench) can be checked if
needed and then Click ‘Next button.

INSTALLER

select one of the Components
Load Extsting Property File [ | m
CNFRA O Scheduler 8 Gateway ) Switch inerface Installation

elect Oracle Product Processars
(v Dracle FLEXCLBE Unbversal Banking
[ Oracie FLEXCUBE Emtarprisa Lirnits asd Collstor al Managermsm (CO-DEPLOY)
[ Oracie Banking Payments

| Dracle Banking Corporate Lending || Opien Development Tool

| Oracle Banking Treasury i_-':,'mrl.umat Universal Banking for JAPAN
[ Oracle Banking Trade Finance
select Plugins to be nstalled
!...“,_,“._I. | | v Existeng Braseh Pi n I I
Host Address 10101010 | [1010] [lepEL [ Sehechiber [ ]
[l Reporis || oFTW [ Fi [ SIANET Adapte
Ol pms [ insulation L] FLCM Adapiter rodquil ed

3. Enter the Required details in the Screen.

Specify the EAR name, valid Application Server Path, Source and EAR
destination path and click ‘Next’ button.
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Oracle Banking Installer %
INSTALLER
Provide Environment details.
EAR Name [Fcuss |
File Seperator Style
Application Server
Application Server Path |D:!0racIeMIs1221 Oiwlserver | Browse
Source Path |D:a’14.1DsddDracIe_Banking_F’ayments_14.1.[J.[J.D | Browse

Ear Destination Path |D:J’14.1Dsdl:;l’Dracle_Elanking_F'ayments_14.1_0_0.0 | Browse

[ Ext || tog | | Back | [ Next |

121 Gateway EJB Application

1. Select ‘Gateway EJB’ as the application type as shown in the below Screen.
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. ORACLE
Oracle Banking Installer S ———
9 INSTALLER |
Gateway Property File Creation
Choose the Gateway Application Type
®) |Gateway EJB| I
i) Gateway MDB
i) Gateway HTTP Serviet
) Gateway Webservices
) REST Services (Applicable to UBS 14.1 and above versions)
[ Exit l[ Log l l Back ] [ Next J
& Before proceeding, ensure that the folder structures used in the following steps are

created.

1. Click ‘Next’. The following screen is displayed: The installer displays the ‘Multi Entity’
screen.
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Oracle Banking Installer

r k|
=

Multi Entity Names

Provide Entity Mames
MultiEntity Required

ORACLE
INSTALLER

_

S.Mo

Entity Mame

A|ENTITYY

l Back ] [ Next J

MultiEntity Required

Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+

Name

+ Button:

New row will be added for capturing new entity name.

- Button:

buttons will be enabling for capturing the entity

Select the entity name and click — button, will be deletion of existing entity name

Entity Name:

Enter the entity name as single word For example: ENTITY1

ORACLE



2. Click ‘Next'. The following screen is displayed:

r T B

: ORACLE
Oracle Banking Installer TNSTACLER

Property File Creation
Current screen provides an option for Enabling Single Sign on

330 Required |
580 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required L1 Authentication Type I:D

External User Login Required [ ]

With this property a user logs in once and gains access to all systems without being prompted to log in again |~
iat each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates
laccess to multiple software systems.This screen provides an option for External Authentication. If External
\IAuthentication is not required, keep the all options unchecked and Click on Next.

MSADILDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID.

External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
leither the MSAD/LDAP user ID or FCUBS user ID.

1]

\Authentication Type: LDAP/MSAD is the type of external server used for authentication.

[ Exit ][ Log ] [ Back ] [ Next J

3. Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to specifythe
SSO Key.

SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to specify
the SSO key.

If you have checked the box ‘'SSO Required’, then the Installer will skip the following two
screens and will directly navigate to the SSL screen shown below in this manual.

If you have not checked the box ‘SSO Required’, then click ‘Next’. The following screen is
displayed.
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1. External User Login Required

Check this box to enable user login using MSAD/LDAP user Id.

i

If you check this box, the user can login with MSAD/LDAP server user Id as well as
Payments user Id. If you do not check this box, the user can login using Payments user Id
only.

,

. - ' ORACLE
Oracle Banking Installer I ﬁ I TNETACLER

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required O
330 KEY DM

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type MSAD | w

External User Login Required MSAD
LDAP

ith this property a user logs in once and gains access to all systems without being prompted to log in again
t each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates | |
ccess to multiple software systems.This screen provides an option for External Authentication. If External
uthentication is not required, keep the all options unchecked and Click on Next.

4

MSAD/LDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID.

External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
ither the MSAD/LDAP user ID or FCUBS user ID.

l

uthentication Type: LDAPIMSAD is the type of external server used for authentication.

l Exit Jl Log J [ Back ] l Mext ]

External Password Required

Check this box to allow user login using MSAD/LDAP password irrespective of the user Id.

If you check this box, the user can login using MSAD/LDAP server password
only. The user Id can be one of the following:

e MSAD/LDAP user Id
e Payments user Id

If you do not check this box, then the installer skips the following screen and directly
navigates to the Modifying Gateway Properties screen.
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s = "
| £| Oracle FLEXCUBE Universal Installer 14.1.0.0.0 o L]

- ORACLE
Oracle Banking Installer I z I THSTAELER

Property File Creation

Current screen provides an option for Enabling Single Sign on |
S50 Required =

S50 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type  [MSAD |+

External User Login Required  [] MSAD
LDAP

ith this property a user logs in once and gains access to all systems without being prompted to log in again
t each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates ||
ccess to multiple software systems.This screen provides an option for External Authentication. If External
uthentication is not required, keep the all options unchecked and Click on Next.

4

MSAD/LDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID.

External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
ither the MSAD/LDAP user ID or FCUBS user ID.

uthentication Type: LDAP/MSAD is the type of external server used for authentication. -

l Exit J[ Log l [ Back l [ Next l

Authentication Type
Select the authentication type. This is the type of external server that is used. You
can select one of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

The default option is MSAD; however, you can change it

9. If you check the box, then the installer navigates to the following screen on clicking ‘Next’
button.
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'd = z ™
: ORACLE
Oracle Banking Installer e
INSTALLER
i
Property File Creation
LOARP Server Dietails for Gateway
1 LDARP SERVER URL LDAP:/110.10.10.10:111 Z
2 LDARP 35L ENABLED |
2 SECURITY AUTHENTICATIO... |Simple =
4 DOMAIN NAME F-FLEX.COM
5 LDAP SERVER TIMEOUT 0 E
[ Exit ][ Log J [ Back J [ MNext J

10. Specify the following LDAP server detalils.
LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and
password are maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you
need to specify the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type
Depending on the authentication mechanism supported by the LDAP server, select
one of the following:

e Simple
e Strong
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[sor) Note the following:

¢ Different servers support different authentication mechanisms.

e By default, the security authentication type is ‘Simple’; however, you can change
this.

Domain Name

Specify the domain name.

LDAP Server Timeout
Specify the LDAP server timeout in milliseconds. This must be a positive integer value.
For example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that
no read timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

11. Click ‘Next'. The following screen is displayed:

f ="
| | Oracle FLEXCUBE Universal Installer 14.1.0.0.0 [

ORACLE
INSTALLER

Oracle Banking Installer

Property File Creation
Current screen provides an option for modifying the Gateway Properties

“SD Path Prernel11.1/GW_EJBIXSDI |
Logger File PKerneH1.1.|'GW_EJElfconﬂg.l’gw_ejb_Iogger.properties |
Debug Path IKernel11.1/GW_EJBllog/ | I
Security Key for Encryption |0rac|eﬂnancia|s | :
SMS Pool Name idbcsicjdevDs | :
DataSource ||'db|:,-'fcjdevDS |

[ POSS DataSource [] OPSS CSF Available
POSS DataSource | | I

Distributed Schema Na |+ I
MSG IN log Required No || MSG OUT log Required  [No ||

| Back | | nNex |
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12. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be ‘/".
There must be a '/’ at the end. All the relevant XSD files must be manually copied to
this location.

E.g.:
For Windows: D:\Kernel11.1\GW_EJB\XSD\ For Linux: /Kernel11.1/GW_EJB/XSD/
Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file
must be manually copied to the specified location.

E.g.:
For windows: D:\Kernell1.1\GW_EJB\config\gw_ejb_logger.properties For Linux:

/Kernelll.1/GW_EJB/config/gw_ejb_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be
a '’ at the end. You need to manually create the specified folder structure.

E.g.:
For windows: D:\Kernel11.1\GW_EJB\log\ For Linux: /Kernel11.1/GW_EJB/log/

13. Click ‘Next'.

_—
& The Installer creates two files viz. ‘gw_ejb_logger.properties’ and
‘GW_EJB_Prop.propeties’ in the path provided to save the files.
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| £| Oracle FLEXCUBE Universal Installer 14.1.0.0.0 LEE

ORACLE
INSTALLER

Oracle Banking Installer

Property File Creation
Current screen provides an option for modifying the Gateway Properties

%S0 Path Pkernel11.1/1GW_EJBiXSDY |
Logger File PKerneH1.1.|'GW_EJElfconﬂg.l’gw_ejb_Iogger.properties |
Debug Path IKernel11.1/GW_EJBllog/ | i
I
Security Key for Encryption loraclefinancials | |
|
SMS Pool Name idbesicjdevDs | |
DataSource |jdbc:n‘fcjdeuDS |
[ POSS DataSource [] OPSS CSF Available

P0OSS DataSource

| |
Distributed Schema No || |
ML lng K Bcp e No || MSG OUT log Required  [No ||

[ Back ] l Next i

14. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database connectivity
through a pool of JDBC connections.

POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the POSS
Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

—

@Blease choose this only if Oracle Platform Security Services - Credential Store
Framework (CSF) is installed as per the guidelines in the pre-requisite document. It is
recommended that you install CSF for safeguarding application specific security
credentials.
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Distributed Schema
If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

Security Key for Encryption

Specify the security key for the Encription,here in this case it is ‘Oraclefinancialsolutions’.
RTT plugin Required

Chose the check box if rtt plugin is required

MSG IN LOG Required

Choose Yes/No from drop down box

MSG OUT LOG Required

Choose Yes/No from drop down box

15. Click ‘Next’. The following screen is displayed.
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Oracle FLEXCUBE Universal Installer 14.1.0.0.0 [~

. ORACLE
Oracle Banking Installer E y TNSTALLER

Property Installation
Current screen Displays the status of the object loaded.

Property File Laogger File

Please press continue to go to other Gateway applicatio... Contin

The property file will be created in a temporary folder.

16. Click ‘Property File’ to view the created property file.

17. Click ‘Save’ to the save the created property file in desire location.
18. Click ‘Continue’ to continue the installation process with gateway application type.

19. Click ‘Next’ to navigate to the installer home screen.

122 Gateway MDB Application

Follow the steps given below:

1. Start Oracle Universal Banking Solution Installer. Select ‘Gateway’ and click ‘Next'.
Following screen is displayed.
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| £| Oracle FLEXCUBE Universal Installer 14.2.0.0.0

Oracle Banking Installer

INSTALLER

Provide Environment details.

EAR Name [Fcuss

Context Mame

[Fcuneowen

File Seperator Style

Application Server

Application Server Path |D:.|'0raclemrls1221 Ofwlserver

|

Source Path |D:.l"14.‘1 0sdc14.2.0.0.0/0B_PAYMENTS_14.2.0.0.0_GA_QUT

Ear Destination Path |D:.|"14.‘1 0sdc14.2.0.0.0/0B_PAYMENTS_14.2.0.0.0_GA_OUT

|

[ Exit Jl Log J

[ Back J l Next J

Enter the Required details in the Screen. Specify the EAR name, valid Application Server

Path, Source and EAR destination path and click ‘Next’ button

17
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-
| £ Oracle FLEXCUBE Universal In

=X

, T ORACLE
Oracle Banking Installer _ TNETRELER

Gateway Property File Creation
Choose the Gateway Application Type

) Gateway EJB

® Gateway MDB
) Gateway HTTP Serviet

) Gateway Webservices

() REST Services (Applicable to UBS 14.1 and above versions)

[ Exit ][ Log ] l Back I l Next J

3. Select ‘Gateway MDB’ to create configuration files for the application.

4. Click ‘Next’. The following screen is displayed: The installer displays the ‘Multi Entity’
screen.
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. ; ORACLE
Oracle Banking Installer l I I TNETRELER

Multi Entity Names

Provide Entity Mames

MultiEntity Required ™ - -

SNo | Entity Name

[ Exit ][ Log ] l Back I l Next J

MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the entity
Name

+ Button:

New row will be added for capturing new entity name.
- Button:

Select the entity name and click — button, will be deletion of existing entity name
Entity Name:

Enter the entity name as single word For example: ENTITY1

5.Click ‘Next’. The following screen is displayed:
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- — ™
|%| Cracle FLEXCUBE Universal Installer 14.1.0.0. L= — |

. ORACLE
Cracle Banking Installer I ﬁ ;! NETALLER

Property File Creation
Current screen provides an oplion for Enabling Single Sign on

3350 Required O
330 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required U Authentication Type l:D

External User Login Required  []

\With this property a user logs in once and gains access to all systems without being prompted fo log in again |«
it each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates
laccess to multiple software systems.This screen provides an option for External Authentication. If External
\Authentication is not required, keep the all options unchecked and Click on Hext.

MSADILDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID. 1

External Password Required: The user can login with MSADILDAP server password only. The user 1D can be
ieither the MSADILDAP user 1D or FCUBS user ID.

1]

\(Authentication Type: LDAP/MSAD is the type of external server used for authentication.

[ Exil J[ Log J [ Back J [ Next j

6. Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to
specifythe SSO Key.

SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory to
specifythe SSO key.

If you have checked the box ‘SSO Required’, then the Installer will skip the following
two screens and will directly navigate to the Modifying the Gateway properties Screen.

External Password Required
Check this box to allow the user-login using MSAD/LDAP password irrespective of the
user ID. If you check this box, the user ID can be either the MSAD/LDAP user ID or
the Payments user ID. And the password can be MSAD/LDAP server password only.

By default, this check box is unchecked. However, you can change this.

If you do not check this box, the installer skips the following screen and directly
navigates you to the Modifying the Gateway Properties Screen.
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| 4| Oracle FLEXCUBE Universal Installer 14.1.0.0.0 [E=NEE

. ORACLE
Oracle Banking Installer I z I TNETRELER

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required |
S30 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type

External User Login Required [ ]

th this property a user logs in once and gains access to all systems without being prompted to log in again |«
t each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates
ccess to multiple software systems.This screen provides an option for External Authentication. If External
uthentication is not required, keep the all options unchecked and Click on Next.

MSAD/LDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID.

External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
ither the MSAD/LDAP user ID or FCUBS user ID.

<]

uthentication Type: LDAP/MSAD is the type of external server used for authentication.

[ Exit ][ Log ] l Back I l Next J

External User Login Required
Check this box to enable user login using MSAD/LDAP user ID. If you check this box,
the user can login using MSAD/LDAP server user ID as well as using Payments user
ID. If you do not check this, the user can login using Payments user ID only.

By default, this check box is unchecked. However, you can change this.
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| £ Oracle FLEXCUBE Universal Installer 14.1.0.0. ] i

. ; ORACLE
Oracle Banking Installer l I I TNETRELER

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required |
S30 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type =
External User Login Required

th this property a user logs in once and gains access to all systems without being prompted to log in again
t each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates
ccess to multiple software systems.This screen provides an option for External Authentication. If External
uthentication is not required, keep the all options unchecked and Click on Next.

[ »

MSAD/LDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID.

External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
ither the MSAD/LDAP user ID or FCUBS user ID.

<]

uthentication Type: LDAP/MSAD is the type of external server used for authentication.

[ Exit ][ Log ] l Back I l Next J

r

The field ‘Authentication Type’ is enabled if one of the above check boxes is
checked:

Authentication Type

Select the authentication type from the adjoining drop-down list. This is the type of
external server that is used. You can select one of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

By default, ‘'MSAD’ is selected; however, you can change it.

7. Click ‘Next'. The following screen is displayed.
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r ™
|| Oracle FLEXCUBE Universal Installer 14.1.0.0) S
: ORrRACLE
Oracle Banking Installer —_———
9 INSTALLER
Property File Creation
LDAP Server Details for Gateway
1 |LDAP SERVER URL LDAP:#10.10.10.10:111 =
> |LDAP SSL ENABLED O
3 [SECURITY AUTHENTICATIO . |Simple =
4 |DOMAIN NAWME I-FLEX.COM
5  [LDAP SERVER TIMEOUT 0 B
[ Exit ] [ Log ] l Back I l Next J

8. Specify the following LDAP server details.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and password
are maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you
need to specify the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type

Depending on the authentication mechanism supported by the LDAP server, select
one of the following:

e Simple
e Strong
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&  Note the following::
o Different servers support different authentication mechanisms.

e By default, the security authentication type is ‘Simple’; however, you can
change this.

Domain Name

Specify the domain name.

LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer value.
For example you can specify 1000, 10000 or 5000. If it is zero or less, it indicates that
no read timeout is specified. Then the wait for the response infinite until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

9. Click ‘Next’. The following screen is displayed:

" - L R R —— - g !‘
| %) Cracle FLEXCUBE Universal Installer 14.1.0.0.0 e

_ ORACLE
Oracle Banking Installer ﬂ TNSTALLER

Property File Creation

XS0 Path
Logger File

Diebug Path
Security Key for Encryption

SM3 Pool Name

DataSaource

POSS DataSaource

Distributed Schema

Current sereen provides an oplion for modifying the Gateway Properties

fikemel11.1/GW_LDBIKSDY |

kerneH 1.1/GW_MDB/config/gw_mdb_logger pmperties‘

[Kerne11.1icw_MDBAcgl \

|nrac\eﬂnancia\s

[dbcffjdevDs

|
doctcjdevDs \
[[] POSS DataSource [ OPSS CSF Available

WE_

=

[ Exit H Log ]

| Back | | MNex |

12. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be ‘/'.
There must be a '/’ at the end. All the relevant XSD files must be manually copied to

this location.
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E.g.

For Windows: D:\Kernel11.1\GW_MDB\XSD\
For Linux: /Kernell1.1/GW_MDB/XSD/

Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file must
be manually copied to the specified location.

E.g.: For windows: D:\Kernel11.1\GW_MDB\config\gw_mdb_logger.properties
For Linux: /Kernelll.1/GW_MDB/config/gw_mdb_logger.properties

Debug Path

Specify the path to the folder where the application creates the logs. There must be a
‘I' at the end. You need to manually create the folder structure.

E.g.: For windows: D:\Kernel11.1\GW_MDB\log\

For Linux: /Kernel11.1/GW_MDB/log/
Click ‘Next'.

& The Installer creates two files viz. ‘gw_ejb_logger.properties’ and
‘GW_EJB_Prop.properties’ in the path provided to save the files.
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) ORACLE
Oracle Banking Installer l ﬁ ;! TNETECLER

Property File Creation

Current screen provides an option for modifying the Gateway Properties

%SD Path [Kemel11.1/GW_MDBIXSDY |
Logger File |(erne|11.1J'Gw_ru1DEs’conﬂgs’gw_mdb_logger.properties|
Debug Path [Kemel11.1/GW_MDBllog! |
Security Key for Encryption |0rac|eﬂnancia|s |
SMS Pool Name [[dbcfcjdevDs |
DataSource |jdbl:-‘fcjde\-'DS |

[] POSS DataSource [] OPSS C3F Available

POSS DataSource

Distributed Schema

|
Mo L
IN log Required |I 1SG OUT log Required |I|

[ Exit ][ tog ] | Back | | Next |

13. Specify the following details:

DataSource

The JDBC data source is an object bound to JNDI tree and provides database
connectivity through a pool of JDBC connections.

POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the
POSS Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

-

Please choose this only if Oracle Platform Security Services - Credential Store
Framework (CSF) is installed as per the guidelines in the pre-requisite document. It is
recommended that you install CSF for safeguarding application specific security
credentials.

Distributed Schema
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If the schema is distributed, select ‘Yes'.
If the schema is not distributed, select ‘No’.

i
The Installer creates two files viz. ‘gw_ejb_logger.properties’ and
‘GW_EJB_Prop.properties’ in the path provided to save the files.

Security Key for Encryption

Specify the security key for the Encription,here in this case it is
‘Oraclefinancialsolutions’.

Click ‘Next'. The following screen is displayed.

- »
| 4| Oracle FLEXCUBE Universal ]nslallerl&l.t).tl_ i e

Oracle Banking Installer I ﬁ i CEe e
INSTALLER

Gateway Property File Creation
Current screen provides an option for modifying MDB Properties

HNo. Hame Value
u Request Queue MDB_QUEUE |~
2 Response queue MDB_QUEUE_RESPONSE L
3 DL Queue MDB_QUEUE_DLQ
4 [Connection Faclory WMDBRGF N
5 Secure Queue (] -

|

15. Specify the following details:
Connection Factory
Specify the connection configuration parameters to create connections for JMS clients.

E.g.: MDBQCF.

Request Queue

Specify the request queue. This is the point-to-point destination type used for
asynchronous peer communication.

E.g.. MDB_QUEUE

Response Queue

Specify the response queue name. E.g.: MDB_QUEUE_RESPONSE
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DL Queue

Specify the dead letter queue name. E.g.: MDB_QUEUE_DLQ

Secure Queue
Check this box if the Caller ID and Caller Password values have to be entered.

The Installer creates two files viz. ‘gw_mdb_logger.properties’ and
‘GW_MDB_Prop.properties’ in the path provided to save the files.

Click ‘Next'. The following screen is displayed.

. Y7 ORACLE
Oracle Banking Installer ( NETALLER.

Property Installation
Current screen Displays the status of the object loaded.

Property File Logger File

Please press continue to go to other Gateway applicatio.

The property file will be created in a temporary folder.
16. Click ‘Property File’ to view the created property file.

17. Click ‘Save’ to the save the created property file in desire location.
18. Click ‘Continue’ to continue the installation process with gateway application type.

19. Click ‘Next’ to navigate to the installer home screen.

123 Gateway HTTP Servlet Application
Follow the steps given below:

1. Start Oracle Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next'.

Following screen is displayed.
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| &| Oracle FLEXCUBE Universal Installer 14.2.0.0.0
- ORACLE
Oracle Banking Installer —_—
9 INSTALLER
Provide Environment details.
EAR Name FCUBS
Context Name FCINeoWeb
File Seperator Style
Application Server
Application Server Path |D.furacle!wls1221Diwlserver |
Source Path |D:M4.10sdci14.2 0.0.0/0B_PAYMENTS_14.2.0.0.0_GA_OUT \
Ear Destination Path |D:M4.10sdci14.2 0.0.0/0B_PAYMENTS_14.2.0.0.0_GA_OQUT \

@ Log Back | Mext l

2. Specify the EAR name, valid Application Server Path, Source and EAR
destination path and click ‘Next’ button..

3. Select ‘Gateway Http Servlet’ to create configuration files for the application, and
click ‘Next'.
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Oracle Banking Installer I z n TNSTALLER

Gateway Property File Creation
Choose the Gateway Application Type

) Gateway EJB

) Gateway MDB
@ Gateway HTTP Serviet
) Gateway Webservices

) REST Services (Applicable to UBS 14.1 and above versions)

l Exit ]l Log J l Back J l Next J

4. Click ‘Next’. The following screen is displayed: The installer displays the ‘Multi Entity’
screen.

' r“
| 2| Oracle FLEXCUBE Universal Installer 14.1.0.0. E.L.

: ORACLE
Oracle Banking Installer : TNETACLER

Multi Entity Names

Provide Entity Names
MultiEntity Required

_

SNo | Entity Name
1[EnTITY

E Log [ Back J [ Next J
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MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the entity
Name

+ Button:

New row will be added for capturing new entity name.
- Button:

Select the entity name and click — button, will be deletion of existing entity name
Entity Name:

Enter the entity name as single word For example: ENTITY1

5.Click ‘Next’. The following screen is displayed:

- 3
£ Oracle FLEXCUBE Universal Installer 14.1.“ l‘:' =h é]

.
. ORACLE
Oracle Banking Installer &ﬂ INSTALLER

Property File Creation
Current screen provides an option for modifying the Gateway Properties

XS0 Path [Kemel11.11GW_HTTRXSD/ |
Logger File keme\ﬁ 1fGW_HTI'F’icmnﬁgigw_hﬂp_\uggerpmperlies‘
Debug Patn [lcemel11.1iGw_HTTP0g! |
Security Key for Encryption |mrac\eﬁﬂan|:ia\s ‘
SMS Pool Name fidbciicidevDS |
DataSource hdgmcmeuDS ‘

[[] PO3S DataSource [[] OP3S CSF Available

P0SS DataSource | ‘

Distributed Schema Mo [~

Exit Lo Back Next
g

6. Specify the following details.
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XSD Path
Specify the path to the XSD file. File name is not required. File separator must be

‘I'. There must be a '/’ at the end. All the relevant XSD files must be manually
copied to this location.

E.g.:
For Windows: D:\Kernel11.1\GW_HTTP\XSD\ For Linux:

/Kernelll.1/GW_HTTP/XSD/
Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file
must be manually copied to the specified location.

E.g.:
For windows: D:\Kernel11.1\GW_HTTP\config\gw_http_logger.properties
For Linux: /Kernel11.1/GW_HTTP/config/gw_http_logger.properties

Debug Path

Specify the path to the folder where the application creates the logs. There must be
a '/’ at the end. You need to manually create the folder structure.

E.g.
For windows: D:\Kernel11.1\GW_HTTP\log\

For Linux: /Kernell1.1/GW_HTTP/log/
7. Click ‘Next'.

i
The Installer creates two files viz. ‘gw_http_logger.properties’ and
‘GW_HTTP_Prop.properties’ in the path provided to save the files.
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| £| Oracle FLEXCUBE Universal Installer 14.1.0.0.0

, - ORACLE
Oracle Banking Installer . l ﬁ ;! TNATACLER

Property File Creation
Current screen provides an option for modifying the Gateway Properties

%S0 Path lkermel11.1/6W_HTTPIXSD! |
Logger File |(erne|11.1IGW_H'I‘I’F'ICGnﬂg.l’gw_http_logger.properties|
Debug Path IKernel11.1/GW_HTTP/llog/ |
Security Key for Encryption loraclefinancials |
SMS Pool Name idbcsicjdevDs |
DataSource |jdb|:.-‘fcjdevDS |
[]POSS DataSource [] OPSS CSF Available

POSS DataSource | |

Distributed Schema No |~
N Mg SR e T+] MSG OUT log Required  [1o [ =]

[ Exit I[ Log j [ Back J l Mext ]

8. Specify the following details:

DataSource
The JDBC data source is an object bound to JNDI tree and provides database
connectivity through a pool of JDBC connections.

POSS Datasource
Check this box if POSS is required. If you check this box, you need to specify the
POSS Datasource Name in the field below this.

OPSS Available

‘_-Iﬂdicate whether OPSS-CSF is installed or not.

Please choose this only if Oracle Platform Security Services - Credential Store
Framework (CSF) is installed as per the guidelines in the pre-requisite document. It
is recommended that you install CSF for safeguarding application specific security
credentials.

Distributed Schema
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If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.

i
The Installer creates two files viz. ‘gw_ejb_logger.properties’ and
‘GW_EJB_Prop.properties’ in the path provided to save the files.

Security Key for Encryption

Specify the security key for the Encription,here in this case it is
‘Oraclefinancialsolutions’.

RTT plugin Required
athose the check box if rtt plugin is required

The Installer creates two files viz. ‘gw_http_logger.properties’ and
‘GW_HTTP_Prop.properties’ in the path provided to save the files.

Click ‘Next'. The following screen is displayed.

- ORACLE
Oracle Banking Installer INETALLER

Property Installation
Current screen Displays the status of the object loaded.

Property File Logger File
Please press continue to go to other Gateway applicatio.
Ce) L Back

The property file will be created in a temporary folder.

9. Click ‘Property File’ to view the created property file.
10. Click ‘Save’ to the save the created property file in desire location.

11. Click ‘Continue’ to continue the installation process with gateway application
type.

12. Click ‘Next’ to navigate to the installer home screen.
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The property file will be created in the specified folder.

124 Gateway Web Service Application

Follow the steps given below:

1. Start Oracle Universal Banking Solution Installer. Select ‘Gateway’ and click
‘Next'.

rlé[ Oracle FLEXCUBE Universal Installer 14.2.0.0.0 e W
" - ' ORACLE
Oracle Banklng Installer m

Provide Environment details.

EAR Name FCUBS
Context Name FCJMeoWeb

File Seperator Style
Application Server ‘Weblogic

Application Server Path |Ds’0rac|eM\sﬂ221UMlsewer |
Source Path |D 114.10sdc/14.2.0.0.0/0B_PAYMENTS_14.2.0.0.0_GA_OUT |
Ear Destination Path |D 114.105dc/14.2.0.0.0/0B_PAYMENTS_14.2.0.0.0_GA_OUT |

E Log | Back I | Mext I

2. Specify the EAR name, valid Application Server Path, Source and EAR destination
path and click ‘Next’ button.

3. Select ‘Gateway WebServices’ to create configuration files for the application. Click
‘Next'. The following screen is displayed.
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Cracle Banking Installer I I n NETALLER

Gateway Property File Creation
Choose the Galeway Application Type

) Gateway EJB

! Galeway MDB
) Gateway HTTP Serviet
@ Gateway Webservices

(] REST Services (Applicable to UBS 14.1 and above versions)

[ Exil J[ Log J [ Back J [ Mext ]

4. Click ‘Next’. The following screen is displayed: The installer displays the ‘Multi
Entity’ screen.
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Multi Entity Names

Provide Entity Mames

MultiEntity Required _

S Mo Entity Mame
1ENTITY

[ Exit ][ Log ] l Back I l Next J

MultiEntity Required
Select the multi entity check box for enabling the multi entity deployment.

After selected the multi entity option ‘+’, ‘-‘buttons will be enabling for capturing the
entity Name

+ Button:

New row will be added for capturing new entity name.
- Button:

Select the entity name and click — button, will be deletion of existing entity name
Entity Name:

Enter the entity name as single word For example: ENTITY1

5. Click ‘Next’. The following screen is displayed:
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INSTALLER
Property File Creation
Current screen provides an option for Enabling Single Sign on
S50 Required =
550 KEY DN
Authentication details maintained external to FLEXCUBE
External Password Required O Authentication Type
External User Login Required ™=
WWith this property a user logs in once and gains access to all systems without being prompted to log in again |
iat each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates | |
laccess to multiple software systems.This screen provides an option for External Authentication. If External
Authentication is not required, keep the all options unchecked and Click on Next.
MSADILDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID. 3
External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
leither the MSAD/LDAP user ID or FCUBS user ID.
Authentication Type: LDAP/MSAD is the type of external server used for authentication -
[ Exit J[ Log J [ Back J [ Next J

6.

Specify the following details.

SSO Required

Check this box to enable single sign-on (SSO). If you check this box, you need to
specifythe SSO Key.

SSO Key

Specify the SSO key. If you have checked the box ‘SSO Required’, it is mandatory
to specifythe SSO key.

If you have checked the box ‘SSO Required’, then the Installer will skip the

following two screens and will directly navigate to the SSL screen shown below in
this manual.

If you have not checked the box ‘SSO Required’, then click ‘Next’. The following
screen is displayed.

1.

External User Login Required

Check this box to enable user login using MSAD/LDAP user Id.

i
STOP|

If you check this box, the user can login with MSAD/LDAP server user Id as

well as Payments
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user Id. If you do not check this box, the user can login using Payments user Id

r —-_—
| £| Oracle FLEXCUBE Universal Installer 14.1.0.0.

ORACLE

Oracle Banking Installer NTACLER

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required O
S50 KEY DM

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type ¥

External User Login Required MSAD
LDAP

th this property a user logs in once and gains access to all systems without being prompted to log in again =
t each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates | |
ccess to multiple software systems.This screen provides an option for External Authentication. If External

uthentication is not required, keep the all options unchecked and Click on Next.

MSADLDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID.

External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
ither the MSAD/LDAP user ID or FCUBS user ID.

4]

uthentication Type: LDAP/MSAD is the type of external server used for authentication.

l Exit J[ Log J l Back I [ MNext ]

only.

External Password Required

Check this box to allow user login using MSAD/LDAP password irrespective of the
user Id.

@ If you check this box, the user can login using MSAD/LDAP server password
only. The user Id can be one of the following:

e MSAD/LDAP user Id
e Payments user Id

If you do not check this box, then the installer skips the following screen and
directly navigates to the Modifying Gateway Properties screen.
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. ORACLE
Oracle Banking Installer I z I TNETRELER

Property File Creation
Current screen provides an option for Enabling Single Sign on

S50 Required |
S30 KEY DN

Authentication details maintained external to FLEXCUBE

External Password Required Authentication Type

External User Login Required [ ]

th this property a user logs in once and gains access to all systems without being prompted to log in again |«
t each of them. Conversely, Single sign-off is the property whereby a single action of signing out terminates
ccess to multiple software systems.This screen provides an option for External Authentication. If External
uthentication is not required, keep the all options unchecked and Click on Next.

MSAD/LDAP User Login Required: User can login with MSAD/LDAP user ID as well as FCUBS user ID.

External Password Required: The user can login with MSAD/LDAP server password only. The user ID can be
ither the MSAD/LDAP user ID or FCUBS user ID.

<]

uthentication Type: LDAP/MSAD is the type of external server used for authentication.

[ Exit ][ Log ] l Back I l Next J

Authentication Type
Select the authentication type. This is the type of external server that is used. You
can select one of the following options:

e MSAD (Microsoft Active Directory)
e LDAP (Lightweight Directory Access Protocol)

The default option is MSAD; however, you can change it

3. If you check the box, then the installer navigates to the following screen on
clicking ‘Next’ button.
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F ORACLE
Oracle Banking Installer TNETRELER

Property File Creation

LOAP Server Details for Gateway

No. Name Value
1 LDAP SERVER URL LDAP:10.10.10.10:111 =l
2 LDAP SSL ENABLED ]
3 SECURITY AUTHENTICATIO.. |Simple =
4 DOMAIN MAME FFLEX.COM
5 LDAP SERVER TIMEOUT 0 E

l Exit ll Log J l Back ] [ Next ] l

4. Specify the following LDAP server details.

LDAP Server URL

Specify the URL to access the LDAP server where the external user ID and
password are maintained.

LDAP SSL Enabled

Check this box if the LDAP server is SSL enabled. If you check this box, then you
need to specify the SSL port also in the field LDAP SERVER URL.

By default, this check box is unchecked. However, you can change this.

Security Authentication Type
Depending on the authentication mechanism supported by the LDAP server, select
one of the following:

e Simple
e Strong

&
& Note the following:
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¢ Different servers support different authentication mechanisms.

e By default, the security authentication type is ‘Simple’; however, you
can change this.

Domain Name

Specify the domain name.

LDAP Server Timeout

Specify the LDAP server timeout in milliseconds. This must be a positive integer
value. For example you can specify 1000, 10000 or 5000. If it is zero or less, it
indicates that no read timeout is specified. Then the wait for the response infinite

until it is received.

By default, the LDAP server timeout is zero; however, you can change this.

5. Click ‘Next'. The following screen is displayed:

-

| | Oracle FLEXCUBE Universal Installer 14.1.0.0.0 (B R

. ORACLE
Oracle Banking Installer &ﬂ TNSTALLER

Property File Creation

X3D Path
Logger File

Debug Path
Security Key for Encryption

SMS Pool Name
DataSource

POSS DataSource

Distributed Schema

MSG IM log Required

Current screen provides an option for maodifying the Gateway Properties

PKE el 11 1IGW_W3aX3D/!

PKE rnel11.1/GW_WSiconfiglgw_ws_logger properties

|.fKe rmel 11 HGW_W3ilog!

[abcrcidevDs

|Drac\eﬁnanma\s |

[ dociidenDs
[ ] POSS DataSource [] OPSS CSF Available

| |
[ho |+
= MSG OUT log Required

[ Exit ][ Log J

[ Back J [ MNext ]

6. Specify the following details.

XSD Path

Specify the path to the XSD file. File name is not required. File separator must be
‘I'. There must be a '/’ at the end. All the relevant XSD files must be manually

copied to this location.

42 ORACLE



E.g.

For Windows: D:\Kernel11.1\GW_WS\XSD\ For Linux: /Kernel11.1/GW_WS/XSD/

Logger File

Specify the path to the ‘gw_ejb_logger.properties’ file with the file name. The file
must be manually copied to the specified location.

E.g.:
For windows: D:\Kernel11.1\GW_WS\config\gw_ws_logger.properties For Linux:

/Kernell1l.1/GW_WS/config/gw_ws_logger.properties
Debug Path

Specify the path to the folder where the application creates the logs. There must be
a '/’ at the end. You need to manually create the folder structure.

E.g.:
For windows: D:\Kernel11l.1\GW_WS\log\ For Linux: /Kernell1l.1/GW_WS/log/

7. Click ‘Next'.

i
The Installer creates two files viz. ‘gw_ws_logger.properties’ and
‘GW_WS_Prop.properties’ in the path provided to save the files.

DataSource

The JDBC data source is an object bound to JNDI tree and provides database
connectivity through a pool of JDBC connections.

POSS Datasource

Check this box if POSS is required. If you check this box, you need to specify the
POSS Datasource Name in the field below this.

OPSS Available

Indicate whether OPSS-CSF is installed or not.

-

Please choose this only if Oracle Platform Security Services - Credential Store
Framework (CSF) is installed as per the guidelines in the pre-requisite document. It
is recommended that you install CSF for safeguarding application specific security
credentials.

Distributed Schema

If the schema is distributed, select ‘Yes'.

If the schema is not distributed, select ‘No’.
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Security Key for Encryption

Specify the security key for the Encription,here in this case it is
‘Oraclefinancialsolutions’.

RTT plugin Required

Chose the check box if rtt plugin is required

MSG IN LOG Required

Choose Yes/No from drop down box

MSG OUT LOG Required

Choose Yes/No from drop down box

| £ Oracle FLEXCUBE Universal Installer 14.1.0.000

|
Oracle Banking Installer

(&) e
Property File Creation

INST

Specify the EJB Application Mame

EJB Application Mame

GWWEJB

Please rermember the EJB Application name | the sanrre narme has to be used while depiloying the EJB

Cex ) (oo

C

14. Specify the following details:

EJB Application Name

Specify the name of the EJB application deployed. E.g.: GWEJB
14. Click ‘Next’. The following screen is displayed
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Oracle Banking Installer ﬂ INSTELLER

Gateway Properfy File Creation

Current screen provides an option for modifying WebSemnices Properties

No. Name Value

1 |EJB JMDI Name #com.ofss. focubs.gw.ejb. GWEJIBRemote =l
|2 |Application Server URL hitp:#10.10.10.10:7001

3 |UserMame infra r
4 Password LITTT)

5 |EJB Look Up [ ~|

Application Type INTEGRATED H

Exit Lo Back Next
E [Loect | [ et ]

16. Specify the following details:

EJB JNDI Name

If you build the EJB application with GWEJB name, this should be the name with
which the EJB EAR file is built.

If you select EJB Call Type as REMOTE, this should be
‘<EJB_APPLICATION_NAME>#com.ofss.fcubs.gw.ejb. GWEJBRemote.

E.g.:. Weblogic/Websphere : GWEJB #com.ofss.fcubs.gw.ejb. GWEJBRemote

If you build the EJB application with GWEJB name, this should be the name the
EJB EAR file which is built.

Application Server URL

Specify the URL of the application server where the webservice application is

hosted. E.g.:

Weblogic: t3://10.10.10.10:7001 Or Websphere:
ii0p://10.10.10.10:2815

User Name
Specify the user name to access the application server where the EJB application

is deployed. E.g.: infra
Password

17. Specify the password for the above user name.
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The Installer creates two files viz. ‘gw_WS_logger.properties’ and
‘GW_WS_Prop.properties’ in the path provided to save the files.

Click ‘Next'. The following screen is displayed.

,

- - ORACLE
Oracle Banking Installer ;;z ’ TNSTALLER

Property Installation
Current screen Displays the status of the object loaded

Property File Logger File

Flease press continue to go to other Gatewawy applicatio.

[ Ext || tog | [ Back | | nNext |

The property file will be created in a temporary folder.
19. Click ‘Property File’ to view the created property file.
20. Click ‘Save’ to the save the created property file in desire location.

21. Click ‘Continue’ to continue the installation process with gateway application
type.

22. Click ‘Next’ to navigate to the installer home screen. The property file will be
created in a temporaryfolder.

23. If Application Server is "Websphere" and EJB Look Up is "REMOTE", change
below entry in
GW_WS_Prop.properties:

EJB_CTX_FACTORY=weblogic.jndi.WLInitialContextFactory to
EJB_CTX_FACTORY=com.ibm.websphere.naming.WsnlnitialContextFactory
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